For teachers in school day - Class levels 3-4
Frame data

Form of training:
Duration:
Pre-requisites:

all forms of training
4 learning units with a duration of 45 minutes
A classroom with enough space to arrange chairs in a circle, optionally a
computer with Internet connection

Reasons for teaching this topic
Young people often do not know the damage they can cause by publishing pictures and videos on the Internet or
what negative experiences can be caused by offensive or threatening messages. For them, it is often fun to take
revenge against teachers, for example for bad grades, or to annoy a classmate.
— Source: www.klicksafe.de
Our children and teenagers use the steadily increasing possibilities of digital media with growing enthusiasm. They can't do without it in their everyday
lives. Even though these media offer many positive aspects, they hide many uncontrollable risks. The joy of browsing and the rapid exchange of
information, the constantly available information, all these aspects stand out in a sharp contrast to the psychical aspects of cyberbullying, which uses
these opportunities to harm.
This learning unit has been developed to prevent this phenomenon.
Through real stories from the lives of children and teenagers, the students will have the opportunity to approach the topic of cyberbullying. By means of
illustrative group tasks, they will face different aspects and perspectives on this topic and will this way develop directions for action and possible rules
they can apply in their daily life.

Background information about cyberbullying
Cyberbullying means insulting, threatening, defaming or
intentionally harassing other people using modern means of
communication, usually for a long period of time.
Cyberbullying happens either on the Internet (e.g. by e-mail,
instant messenger, social networks, videos on various
portals) or by telephone (e.g. by WhatsApp or annoying
calls). Most of the time, the culprit, referred to as “bully”,
acts anonymously, so that the victim does not know from
whom the attacks come.
Especially in cyberbullying among children and young
people, victims and perpetrators also know each other in the
“real” world. Victims almost always suspect who might be
behind the attacks. Cyberbullying starts usually from people
in the close environment: school, residential area, village or
ethnic community. Cases involving complete strangers are
very rare.

Important differences with “simple”, face-to-face
bullying
Cyberbullying is an intrusion into private life which takes place continuously and
which does not end at the doorstep of the house (except when the new media
are not used at home).
The extent of the dissemination of information is not predictable because of the
many possibilities and the speed of the new communication media.
The perpetrators, the so-called “cyberbullies”, can act anonymously and often
consider themselves safe because of this anonymity. In most cases, the
presented identity of the perpetrator is very different from reality.
Age or external image are not important criteria for cyberbullying. This can occur
both between people of the same age (peers) and between people of different
ages (student-teacher).
There is the possibility of unintended cyberbulling as thoughtless actions without
awareness of the consequences can be hurtful to the affected person. The
perpetrator usually does not see these reactions and is not aware of the scale of
the actions.

Causes and reasons of cyberbullying
The driving reasons behind cyberbulling can be numerous. Most often
they are caused by a lack of empathy.
Relief (Outlet for accumulated aggression)
Appreciation (e.g. to create oneself a reputation of being “cool”)
Demonstration of power (to show who’s the boss)
Fear (fear of failure or fear of victimization)
Boredom (no possibilities of leisure activities)
Strengthening the community feeling (is organized mostly in
groups under the motto: "Together we are strong")
Intercultural conflicts
Conflicts in the class (“nerds” are not exempt from being
mocked by the colleagues even outside the classroom)
Friendships change (best friends become rivals)
Class communities change (new colleagues, new class
composition)
Unwanted publication of personal information (children and
young people often do not know what the consequences are: they
can publish personal details or intimate photos/videos of others,
which should have remained private, without bad intentions)
(See also: www.klicksafe.de)

Data and facts about cyberbullying
Representative data about cyberbullying frequency in the JIM study (German study) and the EU Kids Online survey (European study).

Cyberbullying in Germany
JIM-study by the Association of media pedagogical research Südwest (2013)
It has been conducting research on the use of media and information by people aged between 12 and 19 years old since 1998.
Facts about cyberbulling:
12 percent of young Internet users said that false or offensive information about them had been spread on the Internet (especially those
between 14-15 years old and 16-17 years old with 16% and with 20% of students in general secondary schools. Respectively 17% of
students in vocational schools and 7% of those in grammar schools suffer.
In 12.5 percent of the cases, embarrassing or offensive photos or videos were put online without their permission.
32 percent knew someone in their circle of friends who had been harassed on the Internet or by telephone (12-13 years old: 14%, 14-15
years old: 31%, 16-17 years old: 35%, 18-19 years old: 32%).
23 percent mentioned they had an acquaintance who had already been harassed on the Internet.
7 percent of young Internet users have become victims of cyberbullying (12-13 years old 5%, 14-15 years old: 9%, 16-17 years old: 8%,
18-19 years old: 5%). Here, the girls were more affected by 9 % than boys (5 %).

Is there anybody in your circle of friends who has been harassed on the Internet or by telephone?

Where?
In their circle of acquaintances: 23 %
In chat: 6%
On mobile phone: 5%
In forums: 2%
Somewhere else: 1%
— Source: JIM 2013, data in percentage
Youth, information, (Multi-)Media. Basic study among 12-19 years old teenagers in Germany, made by the Association of media pedagogical research
Südwest. Stuttgart, 2013.
www.mpfs.de

Cyberbullying in European comparison
EU Kids online survey (2011)
Representative survey of 25,000 children and young people in Europe aged between 9 and 16 about their experience with cyberbullying.
6 percent of children and young people asked at the European level confirmed thatin the last 12 months they had contact with
cyberbullying either as a victim or as perpetrator.

Online and offline bullying in European comparison
EU countries (%)

Bullying

Cyberbullying

Question: In the last 12 months, has anyone hurt you or treated you in a mean way? Did this happen in the last 12 months on the Internet? Base: all
children who use the Internet (EU Kids Online).
— Source www.klicksafe.de

Learning objectives

The students
…are sensitised to the topic of cyberbullying.
…get to understand the term cyberbullying.
…get to know the different roles cyberbullying can play.
…develop helping strategies to prevent cyberbullying or to be able to take a stand against it.
…learn how to deal responsibly with their own data and others’ data on the web.

Course planning

Learning unit 1 (45 min.)
Topic / Learning
phase

Time

Before starting the
class

Objectives

Basic content (What?)

drawing
attention

Set footprints as a signpost from the school
corridor to the classroom.
Don't make any comment about this. Go
back to this fact during the 3rd module.

Action/social
form

Media / material
pieces of paper with
footprints

Introduction

15
min.

introduction to
the topic
arousing
interest

Represent a typical scene of bullying with
small figures
Put in the middle of the chair circle
around 10 small figures in a pile. Put
aside another separate figure (in a sad
body posture).
Ask the students: what do you see?
Collect the students' answers,
summarise them and relate them with
the topic of bullying.
Explain to the students that today, they
are going to deal with a special form of
bullying they are going to discover.
The students try to make out the word
cyberbullying from the letters that are
put in disorder. If it is too difficult for the
class, the game Hangman is an
alternative.
In any case, the word cyberbullying
should stay on the blackboard.

training
conversation/class
discussion

10-12 small figures
(for example
Playmobil, Lego)
Separate post-its,
each of them with a
letter from the word
cyberbullying,
magnets

Cyberbullying - a
puppet theater
play, presented by
the students (part
1)

30
min.

Have an idea
about
cyberbullying
Contact with
different roles
(victim,
perpetrator,
bystander...)
Presentation
of the theater
play in small
groups
Developing
concrete ways
to solve
problems

The students make their own puppet
theater play
Divide the class into 5 groups
Gr. 1: about 10 students
Gr. 2: 3-4 students
Gr. 3: 3-4 students
Gr. 4: 3 students
Gr. 5: 3 students
The students receive a piece of paper
with the separate scenes they have to
rehearse.
Rehearsal time: about 15-20 min.

work in small
groups/class
discussion

Puppets/marionettes
and accessories (see
the detailed
description)

Alternative to the play:
Video “revenge” (www.sheeplive.eu)

Topic / Learning
phase

Time

Objectives

Basic content (What?)

Action/social
form

Media / material

Learning unit 2 (45 min.)
Topic / Learning
phase

Time

Before starting the
class

Objectives

Basic content (What?)

drawing
attention

Set footprints as a signpost from the
school corridor to the classroom.
Don't make any comment about this.
Go back to this fact during the 3rd
module.

Cyberbullying - a
puppet theater
play, presented by
the students (part
2)

30
min.

Have an idea
about
cyberbullying
Contact with
different
roles (victim,
perpetrator,
bystander...)
Presentation
of the
theater play
in small
groups
Developing
concrete
ways to solve
problems

What is
cyberbullying?

15
min.

Create a strong
awareness of
the concept and
the topic

The students make their own puppet
theater play
After a short rehearsal each group,
one after another, presents its scene.
Then the participants discuss how
they felt and what they would do
differently.

Explain the concept with a mind map and
coloured post-its
The word cyberbullying is already
written on the blackboard.
In order to receive a more accurate
definition, it should be explained to
the students that everything they
have played or watched means
cyberbullying = Internet bullying.
Ask them what it can mean precisely
and write down sensible terms from
the students' answers on the post-its.

Action/social form

Media / material
pieces of paper with
footprints

work in small
groups/class
discussion

Conversation during
the
lesson/Conversation
in a circle
Brainstorming in
the middle of the
circle of chairs

Puppets/marionettes
and accessories (see
the detailed
description)

The word
cyberbullying is
written on the
blackboard, post-its,
thick markers &
magnets

Learning unit 3 (45 min.)
Topic / Learning
phase

Time

Before starting
the class

Objectives

Basic content (What?)

drawing attention

Set footprints as a signpost from the school
corridor to the classroom.
Don't make any comment about this. Go back
to this fact during the 3rd module.

Action/social
form

Media /
material
pieces of
paper
with
footprints

Review

5
min.

Absorption of the concepts'
content

Review of the most important features of
cyberbullying
Ask the students about the most important
feature from the last lesson, especially in
relation to the definition of cyberbullying

Conversation
during the
lesson

Differences
between bullying
and cyberbullying

10
min.

Developing awareness of
the new kind of bullying
and its wide dimensions

What is the difference?
Explain to your students by visual methods the
differences and the similarities between
“simple” bullying and cyberbullying

Teacher's
report

Find examples
together

10
min.

Create a reference to
personal life experience

Ask about examples of bullying and/or
cyberbullying:
Ask the students if they have already
experienced something like this or know
somebody to whom such things happened.
How did he/she feel?

Conversation
during the
lesson

Your tracks on
the web

20
min.

Create awareness about
dealing with your own
private data

On the internet I should pay attention to...
Speak about the footprints at the beginning of
the class. Make a comparison between the
footprints in the real and in the virtual life.
Discuss the rules of behaviour on the web with
the students and write them on the footprints.

Group
discussion

Learning unit 4 (45 min.)
Topic /
Learning
phase

Action/social
form

Time

Objectives

Basic content (What?)

Media / material

No chance
for
cyberbullying

30
min.

Summarize the results and
make them available for
everybody

Create а code with rules of behavior in the
classroom together with the students:
Summarise with the students the main
results from the lesson and write them on
the poster prepared in advance
Stick the points that have been discussed
onto the poster with the title:
Cyberbullying – it can't happen to us!
Afterwards the poster should be hung up
on a visible place in the classroom

Group
discussion /
class
discussion

Colourful A2 poster
sheet, with a
distinguishing mark /
community profile,
thick marker

Feedback

1015
min.

Reflection of the lesson

Feedback session
Ask the students if they liked the lesson.
What was particularly good and what less
good?
Write this in a form prepared in advance.

Group
discussion

Copy of the feedback
form for the teacher

Extra time (didactic reserve)
Direction: This exercise is not suitable for every class.
Think about if the situation in your class is suitable for this exercise, or if your students are already mature enough for this exercise!
Tunnel of
Insults

1020
min.

Empathy to the feelings
of victims of
cyberbullying and to the
feelings of the
perpetrators
Strengthening of the
social competence →
sense of responsibility
for others

The tunnel of insults
The students are asked to write on a card
a favourite swear word
The students build a tunnel and
approximately 5 students voluntarily go
through it. The students are being
overwhelmed with the swearwords.
Reflection of the feelings and what has
happened

Working in
groups

Cards with an
attached tape on
them & pencils (=
number of students)

Methodological comment
For these lessons, it is recommended that the pupils sit in a circle. This way they will know that today’s topic is not usual but has a special value. The
lesson is based on action-oriented work with students. The students don’t receive the learning content from the teacher only, they are encouraged to
contribute to the lesson. During the training, they can always bring up their own experience, thoughts and point of views. In addition, the cooperative
working forms and the recurring discussion elements during the training give the opportunity to gain social skills such as teamwork, resolving conflicts
and empathy.

1. Introduction
At the beginning of the lesson you represent a typical scene of bullying with small figures (for
example Lego or Playmobil). Put in the middle of the circle of chairs around 10 small figures in a
pile. Put aside another separate figure in a sad body posture, who looks sad, if possible (you can
draw a face if necessary).
First of all, ask the students what they see in the middle of the circle. Collect the different answers
given by the students and ask about their feelings about the isolated figure. If the students don’t
come to the concept of bullying by themselves, work it out together with the students, using targetoriented questions.
Explain to the students that today, they are going to deal with a special form of bullying. Leave the
separate letters of the word “cyberbullying” in disorder in the middle of the circle.
Let the students guess the word that have to be found. Help them, if necessary. When the students
solve the riddle, put the letters on the table. If it is too difficult for the class, you can use the game
Hangman as an alternative (see: www.wikipedia.org).
In any case, the word cyberbullying should stay on the blackboard.

2. Puppet theater play
Divide the class into 5 groups:
Gr. 1: 10 persons at least: Marie (main character) / Kasper / 2-3 friends (Franziska, Lotta,
Suse) / Anne / 3-4 another schoolmates
Gr. 2: 3-4 persons: Marie/2-3 girls
Gr. 3: 3 persons: Marie/mother/Anne
Gr. 4: 2 persons: Marie/mother
Gr. 5: 3 persons: Marie/mother/Anne

Direction: The story characters could
be adapted to the available puppets!
Puppets from fairy tales are also very
suitable. As an alternative finger puppets
or coloured figures fixed on a rod could
be used.

Then distribute the following sheets of paper, where the five different scenes are being described,
among the groups, as well as a basket with the appropriate number of puppets and all the
necessary materials (see the box for each scene).

The story: The damn photo
To be read by the teacher:
Marie is a happy girl, who goes in the 3rd/4th class of the “I am fine” school. She is very good at school, has a lot of friends and always enjoys
playing with them. But one day something very stupid happens…

Scene 1 - Such a stupid school day
Storyteller:
All student from the class 3a are happy. Today they won't have mathematics, but another
lesson with their favourite teacher Mrs. Lustig. The weather is nice and they go out in the
school yard. Marie plays ball with her friends when something happens…
The puppet actors:

You need:
7-10 puppets: Marie, Kasper, 2/3
friends and other students
a plate with wet sand
a ball to play with
photo handy

Marie and her friends are playing with the ball. They are laughing and having fun.
Suddenly Marie stumbles and falls in a puddle with her face forward.
Everybody's laughing at her except Anne.
Marie cries.
Kasper takes his cellphone out of the bag and takes a picture of Marie.
Marie runs into the school building to wash her face.

Scene 2 - on the way back home
Storyteller:
Marie is happy because the school day is over. Hurry home and forget about this day, she
thinks.
The puppet actors:
Marie goes home and is happy because the school day is over. I’ll call my mother to tell
her I am on my way home.
But what is this, a message from Kasper: Hello crybaby. You looked so stupid today.
Hahaha…
Oh no - thinks Marie. I didn't know that Kasper took a picture.I will show him!
On the way she meets Franziska and her friends from 4th class. They are laughing at her
stupidity. She don't understand what is going on.

You need:
5 puppets: Marie, Franziska and
2-3 friends
photo handy

Scene 3 - finally at home

You need:

Storyteller:
Marie asks her mother if she could use the computer to write to her friends…

2 puppets: Marie, Anne
2 computers

The puppet actors:
Marie goes to the PC and opens the chat forum. She want to write to Lisa. But what is
going on? Lisa isn't in her friend list anymore.
Marie is searching quickly, but Franziska cannot be found and neither can Lotte.
Marie is sad. What is going on? she says.
Suddenly Anne writes a message to Marie: Hello Marie, how are you? Is everything all
right?
Marie is happy and writes: I am fine. I try not to think about what has happened.
Anne answers: I can understand. Do you want to go out for an ice cream?
Yes I'd love to! writes Marie. I am coming to you.
She leaves the chat.

Scene 4 - Does the terrible day have a good ending?

You need:

Storyteller:
Marie is over the moon. The afternoon with Anne was very cool. But she remembers that
Franziska and Lotte still aren't in the chat forum. What is going on? I should sit at the PC again,
Marie thinks…

2 puppets: Marie, mother
One computer

The puppet actors:
Marie sneaks to the PC and opens her profile in the student's network on the page of the
school.
But what does she see there? Kasper has posted the stupid photo from today
everywhere.
Oh no! says Marie. Now everybody could see it. And what nasty things everybody has
written, even Franziska and Lotte! It is written: Ha ha, look at her ugly muddy face ☺.
The eager beaver deserved it!
Marie cries bitterly and leaves the chat quickly.
Her mother comes in the room and asks, what is going on. But Marie says:Nothing,
everything is fine.

Scene 5 - Does this terrible day have a good ending?

You need:

Storyteller:
Marie cries herself to sleep and tries not think about tomorrow. What will happen…

3 puppets Marie, Mother, Anne
photo handy

The puppet actors:
Marie wakes up and looks her cellphone: Oh, a new message in the class forum. Maybe
some class is cancelled today. I should check immediately, says Marie.
She reads in a loud voice: Hey people, join the group “Marie with her ugly face in the
mud”. It is very funny. Franzi
She is sitting on the bed and crying.
Her mother comes in the room. Worried, she says: Marie, please, tell me now, what is
going on!
Marie tells her mother everything. Then somebody rings the doorbell and Anne appears:
Marie, I think what is going on is absolutely stupid…

After the students have received the sheets where the scenes are described, they can rehearse their scenes for 10-15 minutes. Finally each group
presents its scene in front of the class.
After each scene, take a little break and discuss with the class how the participants felt and what they could do in a different way.
After the last scene, the students could be asked to play the puppet show to the end, or to discuss it in class.
An alternative: instead of the puppet theater, the students could be shown the video “The Revenge” onhttp://www.sheeplive.eu/ and finally comment
what happened in the class, and also share the feelings of the participants.

3. Definitions of concepts
Together with the students, give life to the concept of cyberbullying. Gather sensible, expressive terms. Write them down on colourful post-its and put
them as a mind map on the table. Help your little students by drawing their attention to the puppet show, where the concept is well described.
Cyberbullying, what is this exactly?

internet
show/send videos/photos

social networks

offend

Cyberbullying
cellphone

threaten
ridicule
compromise

4. Differences between bullying and cyberbullying
Draw a clear line on the word “cyberbullying” to divide the word into the words CYBER and BULLYING. Explain the differences between the concepts of
bullying and cyberbullying. Tell also about the similarities.

internet
show/send videos/photos

social networks

offend

Cyber bullying
cellphone

threaten
ridicule
compromise

Bullying
it still exists, but the parties stand face to face
Victims and perpetrators are clearly defined.
There is a physical and/or psychological imbalance between victim and
perpetrator
the people who are involved are clear
there are resting phases (for example at home, away from school)
the reactions of the victim are directly visible

cyberbullying
a new form of bullying which happens through the progress of the new
media
The bullying doesn't happen face to face, it happens through the modern
means of communication (Internet or cellphone)
relatively simple, quick and wide dissemination of information
the people who are involved aren't visible
does not end at the door of the house but follows the victim up to the bed
once the data has been entered, it could be permanently saved in the
network.
perpetrators can act anonymously
victim's reactions aren't directly visible
the victim also can't see the perpetrator and assess the situation, if it is just
a “mistake” (for example the perpetrator doesn't want to provoke a big
wave of comments with the posted photo)

similarities
it occurs for a longer period of time
intentional insulting, threatening, defamation and
others
victims and perpetrators often know each other in
the “real” world
Usually, a bigger problem grows from the
disagreement (interpersonal conflicts/differences
are a common reason for this)
the perpetrator uses the victim as an outlet for
accumulated aggressions (“I am the boss”)
Bystanders often don't dare getting involved
because they are afraid of becoming a victim
themselves, or they do not know how to react, or
they do not feel directly concerned (they look away)
Possible consequences of cyberbullying: school
anxiety, sleep disorders, loss of self-confidence,
negative thoughts and possibly even suicide

— On the basis of: www.jugend-und-bildung.de (S. 6-7)

If necessary, talk about the legal situation in your country. In general there isn't any law that defines cyberbullying as a crime, but there are separate
aspects of cyberbullying that could be brought to punishment by the law (for example blackmail).

The legal situation in Germany (background information):
What does the German law say?
Currently there isn't any law that directly punishes cyberbullying. But it doesn't mean that there aren't legal consequences for these actions.
Some aspects of the different forms of cyberbullying give an opportunity to take legal actions. But it should be clarified in advance whether the
bullying is being performed in public or private.
in public
videos/photos are posted without the agreement of the person who has been
recorded
→ violation of the right to privacy and the right to one's own image
insults or dissemination of lies in social networks, forums and others
→ court interdiction or filing a complaint for defamation
hidden
constant insults/harassment by e-mails, instant messenger or SMS
→ under particular circumstances, the anti-stalking law can enter into effect.
As a general rule:
Threats, blackmail and coercion are crimes! No matter what kind of media has
been used or whether it happens in public or in private. For these incidents the
parents, teachers and especially the police should be informed.
— On the basis of: www.klicksafe.de

5. Examples of cyberbullying
Ask your students about examples from their immediate environment / everyday life. Do they know anybody from their circle of friends or from the
class / school?
Pay attention to the events, reactions to the environment and the feelings of the participants. Be careful because the students are very young. Don't
scare them!

6. Tunnel of Insults (only if there is enough time)
The students are asked to write on a piece of paper (with a ribbon glued onto it) some swear word. After all students have written down their words,
they all (with exception of the 5 volunteers) build a tunnel. Under the command of teacher, the 5 volunteers with arms outstretched, go through the
tunnel and become verbally overwhelmed with the other students’ offensive words.
At the end of this exercise have a reflection on what happened between the students. First, ask the 5 volunteers how they felt and then ask the
“perpetrators” about their feelings during the action.

7. Your tracks on the web
Discuss the footprints at the beginning of the class. Ask the students what connection they have with them. Draw the students’ attention by comparing
tracks in the real and in the virtual world. In both cases, tracks are being left, sometimes it is difficult to get rid of them!
Use this opportunity to discuss rules of behaviour on the Internet: what has to be taken into account when personal data is being asked,when posting
pictures, etc.

8. Establishing class rules
Make a poster with the rules of behaviour in the class and
hang it up at the end of the lesson in a visible place. For this
purpose, lay a poster you have already prepared in advance
(see below) on a table in the middle of the circle of chairs
with the title: Cyberbullying – it can't happen to us!.
Summarise, together with the students, the most important
conclusions under the captions below and write them on the
poster. Finally, let your students sign the poster and hang it
up on the wall in the classroom.

Cyberbullying - it can't happen to us!
Class 3a
Elementary school ... ...
We are careful with our data!
class photo

My data (address, telephone number, e-mail) belong
to me
I don't post embarrassing photos on the web
I only have friends I know in the real life
We are against cyberbullying!

I support:
Names of the
students

We are friendly and respectful to each other!
When somebody is being bullied, we help him/her... .

Names of the
students
...

9. Feedback questionnaire
For future work with students, it is very useful to make a reflection about the lesson at the end of the class. Ask the students the questions from the
following feedback questionnaire and summarise the answers with key words.

Your opinion is wanted
This lesson was fun for us:

We won't forget this so quickly:

We will always pay attention to this:

We found the most interesting:

We found the least interesting:

Notes:

Protocol of the results
to be filled by the teacher
Name of the school:
Class:







The material is
useful

It must be
restructured

The material isn't
implementable

How do you rate the lesson's structure as a whole?
Comment:

How do you rate the provided learning material?

Comment:

Did your students manage to solve the tasks?
Comment:

Were the students interested in the lessons the whole
time?
Comment:

What changes in the concept do you want? Please give concrete example.

Summarise the results from the feedback conversation with your students:
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