For teachers in school day - Class levels 5-6
Frame data

Form of training:
Duration:
Pre-requisites:

all forms of training
6 learning units with a duration of 45 minutes
A classroom with enough space to work in small groups, computer and
projector, optionally Internet connection, video clips

Reasons for teaching this topic
Young people often do not know the damage they can cause by publishing pictures and videos on the Internet or
what negative experiences can be caused by offensive or threatening messages. For them, it is often fun to take
revenge against teachers, for example for bad grades, or to annoy a classmate.
— Source: www.klicksafe.de
Our children and teenagers use the steadily increasing possibilities of digital media with growing enthusiasm. They can't do without it in their everyday
lives. Even though these media offer many positive aspects, they hide many uncontrollable risks. The joy of browsing and the rapid exchange of
information, the constantly available information, all these aspects stand out in a sharp contrast to the psychical aspects of cyberbullying, which uses
these opportunities to harm.
This learning unit has been developed to prevent this phenomenon.
Through real stories from the lives of children and teenagers, the students will have the opportunity to approach the topic of cyberbullying. By means of
illustrative group tasks, they will face different aspects and perspectives on this topic and will this way develop directions for action and possible rules
they can apply in their daily life.

Background information about cyberbullying
Cyberbullying means insulting, threatening, defaming or
intentionally harassing other people using modern means of
communication, usually for a long period of time.
Cyberbullying happens either on the Internet (e.g. by e-mail,
instant messenger, social networks, videos on various
portals) or by telephone (e.g. by WhatsApp or annoying
calls). Most of the time, the culprit, referred to as “bully”,
acts anonymously, so that the victim does not know from
whom the attacks come.
Especially in cyberbullying among children and young
people, victims and perpetrators also know each other in the
“real” world. Victims almost always suspect who might be
behind the attacks. Cyberbullying starts usually from people
in the close environment: school, residential area, village or
ethnic community. Cases involving complete strangers are
very rare.

Important differences with “simple”, face-to-face
bullying
Cyberbullying is an intrusion into private life which takes place continuously and
which does not end at the doorstep of the house (except when the new media
are not used at home).
The extent of the dissemination of information is not predictable because of the
many possibilities and the speed of the new communication media.
The perpetrators, the so-called “cyberbullies”, can act anonymously and often
consider themselves safe because of this anonymity. In most cases, the
presented identity of the perpetrator is very different from reality.
Age or external image are not important criteria for cyberbullying. This can occur
both between people of the same age (peers) and between people of different
ages (student-teacher).
There is the possibility of unintended cyberbulling as thoughtless actions without
awareness of the consequences can be hurtful to the affected person. The
perpetrator usually does not see these reactions and is not aware of the scale of
the actions.

Causes and reasons of cyberbullying
The driving reasons behind cyberbulling can be numerous. Most often
they are caused by a lack of empathy.
Relief (Outlet for accumulated aggression)
Appreciation (e.g. to create oneself a reputation of being “cool”)
Demonstration of power (to show who’s the boss)
Fear (fear of failure or fear of victimization)
Boredom (no possibilities of leisure activities)
Strengthening the community feeling (is organized mostly in
groups under the motto: "Together we are strong")
Intercultural conflicts
Conflicts in the class (“nerds” are not exempt from being
mocked by the colleagues even outside the classroom)
Friendships change (best friends become rivals)
Class communities change (new colleagues, new class
composition)
Unwanted publication of personal information (children and
young people often do not know what the consequences are: they
can publish personal details or intimate photos/videos of others,
which should have remained private, without bad intentions)
(See also: www.klicksafe.de)

Data and facts about cyberbullying
Representative data about cyberbullying frequency in the JIM study (German study) and the EU Kids Online survey (European study).

Cyberbullying in Germany
JIM-study by the Association of media pedagogical research Südwest (2013)
It has been conducting research on the use of media and information by people aged between 12 and 19 years old since 1998.
Facts about cyberbulling:
12 percent of young Internet users said that false or offensive information about them had been spread on the Internet (especially those
between 14-15 years old and 16-17 years old with 16% and with 20% of students in general secondary schools. Respectively 17% of
students in vocational schools and 7% of those in grammar schools suffer.
In 12.5 percent of the cases, embarrassing or offensive photos or videos were put online without their permission.
32 percent knew someone in their circle of friends who had been harassed on the Internet or by telephone (12-13 years old: 14%, 14-15
years old: 31%, 16-17 years old: 35%, 18-19 years old: 32%).
23 percent mentioned they had an acquaintance who had already been harassed on the Internet.
7 percent of young Internet users have become victims of cyberbullying (12-13 years old 5%, 14-15 years old: 9%, 16-17 years old: 8%,
18-19 years old: 5%). Here, the girls were more affected by 9 % than boys (5 %).

Is there anybody in your circle of friends who has been harassed on the Internet or by telephone?

Where?
In their circle of acquaintances: 23 %
In chat: 6%
On mobile phone: 5%
In forums: 2%
Somewhere else: 1%
— Source: JIM 2013, data in percentage
Youth, information, (Multi-)Media. Basic study among 12-19 years old teenagers in Germany, made by the Association of media pedagogical research
Südwest. Stuttgart, 2013.
www.mpfs.de

Cyberbullying in European comparison
EU Kids online survey (2011)
Representative survey of 25,000 children and young people in Europe aged between 9 and 16 about their experience with cyberbullying.
6 percent of children and young people asked at the European level confirmed thatin the last 12 months they had contact with
cyberbullying either as a victim or as perpetrator.

Online and offline bullying in European comparison
EU countries (%)

Bullying

Cyberbullying

Question: In the last 12 months, has anyone hurt you or treated you in a mean way? Did this happen in the last 12 months on the Internet? Base: all
children who use the Internet (EU Kids Online).
— Source www.klicksafe.de

Learning objectives

The students
…are sensitised to the topic of cyberbullying.
Get to emotionally know the different sides of cyberbullying
Gain knowledge about social media competence (Internet security and online behaviour)
Gain knowledge about the forms, scope and impact of cyberbullying in the school and home
environment
Learn strategies to cope with cyberbullying
Develop rules of behaviour for affected students and their classmates
Learn the meaning of self-confidence, empathy and respect
Learn the legal aspects of this crime.

Course planning
Learning unit 1 (45 min.)
Methodological instructions (Who
acts how?)
Topic /
Learning
phase

Time

Basic content (What?)

Action/social
form

Expected students'
behavior

Teacher's
activities

Before
starting the
class

2-3
min.

Presentation of the topic

Didactic teaching

Positive to surprising
acceptance of a
current topic

Presentation

Explanation
of
cyberbullying

10
min.

Explanation of the concept by
drawing on the blackboard
For this purpose draw a cloud
and write the word
“cyberbullying” inside. Students
create a mind map, using
brainstorming.

Possible answers
Insult, threaten,
isolate, discredit,
Internet,
cellphone/smartphone,
posting photos/videos,
social networks

Helpful
questions:
→ Where and
how does it
happen?

Differences
between
bullying and
cyberbullying

5-10
min.

The students compare face-to-face
bullying and cyberbullying and find
differences

Conversation
during the lesson

The students show
much more
experience and
common knowledge
than the teacher had
supposed

The teacher
shows
empathy to
the stories
shared by
the students

Sample video

5-10
min.

Sample video watching

Video

Conversation
during the
lesson
Drawing on the
blackboard/mind
map
brainstorming

Direction: Please check the availability of
the videos, they may not be online any

Media /
material

Blackboard
Information
sheet
(optionally)

The teacher
shows the
video

Computer &
projector,
video clip

Speak about
the
emotional
element of
the video.
Lead the
conversation
through the
targetoriented
questions
about the
perpetrators,
impact and
reactions
provoked by
cyberbullying
or that are
possible for
victims and
bystanders.

Notes on the
blackboard
(optional)

more!

Short video “Show respect stop cyberbullying!”
http://www.youtube.com/watch?
v=74yarfxNgAE
Also possible: “Protect yourself
against cyberbullying”
http://www.youtube.com/watch?
v=mr83hYL4lbk
“Nina asks again Cyberbullying”
http://www.youtube.com/watch?
v=5c-Hw4RjSTY
Stop cyberbullying!!!
http://www.youtube.com/watch?
v=8HuxyGjfS78
Video
analysis

15
min.

Discussion about the content of
the video:
Perpetrators and impacts as
well as reactions provoked by
cyberbullying

Conversation
during the lesson

Long time
conditions
Isolation, suicidal
thoughts

Learning unit 2 (45 min.)
Methodological instructions (Who acts how?)
Topic /
Learning
phase

Action/social
form

Expected students'
behavior

Review of the most
important content from
lesson 1 (especially the
definitions of the concepts)

Conversation
during the
lesson

Active participation

5
min.

Personal life experience of
students is being asked and
applied

Conversation
during the
lesson

Anxiety and insecurity,
willingness to tell stories

Elaboration
phase 1
Reaction
training for
victims and
bystanders

20
min.

Finding opportunities for
victims and bystanders
(classmates) to react to.

Classroom
discussion
based on the
stories

The students should stick to
the particular statement and
stay on one side (right or left
side of the rope)

Legal
aspects

15
min.

The students should know
the legal aspects. Begin
with guesses, then learn the
rights and violations.

Group work,
info sheet.
Alternatively:
consult a
lawyer.

Insecurity, almost no
conscience of illegality
Surprising results

Time

Basic content (What?)

Review

5
min.

Personal
experience
of the
students

Teacher's activities
Leading of
conversation through
target-oriented
questions
Speak about the
emotional element
of the video
Showing empathy

Personal
experience
of the
students

The teacher manages
the process with the
statements:
The students
should make a
decision
The students
should express
their opinion

Rope and
statements

→ Is this allowed?

Slides /
projector /
worksheet

Clarifying of legal
questions: presence of a
crime, right to ownership
of an image and others.

The conversation is
provoked by
questions about
the legal aspects.
The teacher gives
directions
concerning the
group work
→ This task wil be continued in Unit 3

Media /
material

Learning unit 3 (45 min.)
Methodological instructions (Who
acts how?)
Topic /
Learning
phase

Time

Legal
aspects

Basic content (What?)

Expected
students'
behavior

Teacher's activities

Media /
material

→ Continuation of the task from Unit 2
15
min.

Sample
video

Action/social
form

10
min.

The students should know the legal
aspects. Begin with guesses, then learn
the rights and violations.

Movie:
“Clicking – Cyberbullying via chat and
cellphone”
http://www.youtube.com/watch?
v=eqsM0hSzwMk

Group work,
info sheet.
Alternatively:
consult a
lawyer.

Insecurity,
almost no
conscience
of illegality
Surprising
results

→ Is this allowed?
Clarifying of legal
questions: presence of a

Slides /
projector /
worksheet

crime, right to ownership
of an image and others.

The conversation is
provoked by
questions about the
legal aspects.
The teacher gives
directions
concerning the
group work

Video

Anxiety uncertainty

Lead an analysis of the
movie with the
knowledge acquired so
far

Video

Conversation
during the
lesson

Active
participation

Stimulating the
students to express
their opinions and to
make guesses

Blackboard

Direction: Please check the availability of the
videos, they may not be online any more!

Elaboration
phase 2

15
min.

The content of the movie is discussed
according to particular criteria
(consequences, impacts, opportunities for
action for all the participants)

Learning unit 4 (45 min.)
Methodological instructions (Who acts
how?)
Topic /
Learning
phase

Action/social
form

Expected students'
behavior

Working in groups, the
students write down the most
significant lessons from the
learning stages and complete
them:
Reaction options for victims
and
Reaction options for
bystanders/classmates
Willingness of teachers to
act
Willingness of parents to act

Rotating
group work
(each group
has 3 min. for
each
poster/task)

The students collect
options for reaction in
the case of
cyberbullying and write
them on prepared
posters

The teacher provides
assistance devising
options, if necessary

Posters

The students present their
posters with reaction options
for the victims, bystanders,
teachers and parents

Presentations

Concrete options for
action are presented

The teacher
accompanies the
presentation and
offers to hang up the
posters in the
classroom.

Presentations

Time

Basic content (What?)

Confirmation
of the
results

20
min.

Presentation

25
min.

Teacher's activities

Media /
material

Learning unit 5 (45 min.)
Methodological instructions
(Who acts how?)
Topic /
Learning
phase

Time

Basic content (What?)

Action/social
form

Expected
students'
behavior

Short
reflection

10
min.

Reflection on the most important and impressive
lessons from the previous units. Any questions
that remain are answered.

Conversation
during the
lesson

Active
participation

Stimulating the
conversation
with questions

Creative
action
development

35
min.

The students develop a plan against
cyberbullying in their school

Working in
groups

Ideas are
collected active
participation

The teacher
supports the
ideas

Teacher's
activities

Media /
material

Posters

Learning unit 6 (45 min.)
Methodological instructions (Who acts
how?)

Topic / Learning
phase

Time

Basic content (What?)

Presentation in
front of the
school
management

20
min.

Presentation of the creative
phase

Discussion

15
min.

Discussion with the school
management about the
implementation of the
ideas

Feedback

10
min.

Fill the feedback forms
Each student receives a
feedback form

Action/social
form
Presentations

Discussion
Conversation
during the
lesson
Individual work

Expected
students'
behavior

Teacher's activities

Students
present their
ideas
confidently

The teacher and the school
management appreciate
the diversity of students'
ideas

Posters

Students'
requests to
the school
management

The teachers decide how to
implement the ideas in the
school

“We against
Cyberbullying”

Media /
material

Copies from
the feedback
forms for each
student

Methodological comment
1. Definitions of concepts
Together with the students, give life to the concept of cyberbullying. Write the term in the middle of the table, then gather the powerful answers of the
students around the concept in a mind-map style.
What occurs to you when you hear the concept of cyberbullying? What does cyberbullying mean?

internet
show/send videos/photos

offend

social networks

Cyberbullying
cellphone

threaten
ridicule
compromise

2. Differences between bullying and cyberbullying
Draw a clear line on the word “cyberbullying” to divide the word into the words CYBER and BULLYING. Explain the differences between the concepts of
bullying and cyberbullying. Tell also about the similarities.

internet
show/send videos/photos

offend

social networks

Cyber bullying
cellphone

threaten
ridicule
compromise

Questions that can help:
What is the difference between “regular” bullying and cyberbullying?
Are there any similarities?
Is one worse than the other?

Bullying
it still exists, but the parties stand face to face
Victims and perpetrators are clearly defined.
There is a physical and/or psychological imbalance between victim and
perpetrator
the people who are involved are clear
there are resting phases (for example at home, away from school)
the reactions of the victim are directly visible

cyberbullying
a new form of bullying which happens through the progress of the new
media
The bullying doesn't happen face to face, it happens through the modern
means of communication (Internet or cellphone)
relatively simple, quick and wide dissemination of information
the people who are involved aren't visible
does not end at the door of the house but follows the victim up to the bed
once the data has been entered, it could be permanently saved in the
network.
perpetrators can act anonymously
victim's reactions aren't directly visible
the victim also can't see the perpetrator and assess the situation, if it is just
a “mistake” (for example the perpetrator doesn't want to provoke a big
wave of comments with the posted photo)

similarities
it occurs for a longer period of time
intentional insulting, threatening, defamation and
others
victims and perpetrators often know each other in
the “real” world
Usually, a bigger problem grows from the
disagreement (interpersonal conflicts/differences
are a common reason for this)
the perpetrator uses the victim as an outlet for
accumulated aggressions (“I am the boss”)
Bystanders often don't dare getting involved
because they are afraid of becoming a victim
themselves, or they do not know how to react, or
they do not feel directly concerned (they look away)
Possible consequences of cyberbullying: school
anxiety, sleep disorders, loss of self-confidence,
negative thoughts and possibly even suicide

— On the basis of: www.jugend-und-bildung.de (S. 6-7)

3. Examples of cyberbullying
Ask your students about examples from their immediate environment / everyday life. Do they know anybody from their circle of friends or from the
class / school?
Ask also about examples from the media (for example the 15 years old Canadian girl Amanda Todd).
Summarise what happened, the reactions to the environment and the feelings of the participants.

4. Elaboration phase 1 - Reaction training for victims and bystanders
Please use the following info sheet.

Statements about cyberbullying
Introduction to “Discussion exercise”:
All students sit in a circle in the middle of a clean classroom. The teacher draws a line (imaginary, with tape or with a piece of string). The students have
to hold a “position” in response to each of the statements. This means that they have to choose and stay on one side of the line:
This side is the side that says YES to this statement - in other words agrees.
The other side is the side that says NO to this statement - in other words disagrees.
After the sides have been chosen, the discussion starts. The teacher encourages the students to explain their choice and eventually to win over
students from the other side. After enough time for discussion, the teacher summarizes the discussion for both sides and then ends the discussion.
The aim of the discussion about these statements is to develop action competences in case of cyberbullying for victims and bystanders.

Which of the statements is true for you?
1.
2.
3.
4.
5.
6.
7.
8.
9.
10.
11.
12.

When I receive a stupid, offensive message I get angry and insult back immediately.
I delete mean or discriminatory messages immediately.
I don't tell anybody about the attacks I receive on the Internet.
My personal point of view isn't so important to me.
I ignore those who harass and insult me.
I don't go to the teacher when I know that someone is being bullied.
Other victims should see how to cope.
I know my rights on the Internet, e.g. the right to own an image of me.
I know that the perpetrator or perpetrators are weak and have a lot of problems.
I turn to my parents, my teachers or other adults.
I turn only to my best friends when I am a victim of cyberbullying.
I know the authorities to get in touch with.

5. Legal aspects
Talk about the legal situation in your country. In general there isn't any law that defines cyberbullying as a crime, but there are separate aspects of
cyberbullying which could be brought to punishment by the law (for example blackmail).

The legal situation in Germany (background information):
What does the German law say?
Currently there isn't any law that directly punishes cyberbullying. But it doesn't mean that there aren't legal consequences for these actions.
Some aspects of the different forms of cyberbullying give an opportunity to take legal actions. But it should be clarified in advance whether the
bullying is being performed in public or private.
in public
videos/photos are posted without the agreement of the person who has been
recorded
→ violation of the right to privacy and the right to one's own image
insults or dissemination of lies in social networks, forums and others
→ court interdiction or filing a complaint for defamation
hidden
constant insults/harassment by e-mails, instant messenger or SMS
→ under particular circumstances, the anti-stalking law can enter into effect.
As a general rule:
Threats, blackmail and coercion are crimes! No matter what kind of media has
been used or whether it happens in public or in private. For these incidents the
parents, teachers and especially the police should be informed.
— On the basis of: www.klicksafe.de

First, ask your students what they think about the legal consequences cyberbullying could lead to. Then the students could work in a groups using the
following worksheet.

Legal aspects concerning the topic of cyberbullying in
Germany
What does German law say?
Even if cyberbullying itself doesn't lead to a criminal offense, legal
measures could be taken against such kind of actions:
Without agreement, posted videos and photos harm the right to a
private life and the right to personal image (also "Portrait right"). So
measures could be taken against the post (for example disposition
and temporary restraining order, see below).
When lies or insults are spread – for example through social
networks or by E-mail - legal action could be taken. In addition, a
complaint for libel or insult could be lodged (see below).
If someone is permanently being offended or bullied by E-mail,
Messenger or SMS, they could take action under the Anti-StalkingLaw.
When the so called "Cyberbullys" or perpetrators, don't stop their actions
after the warning, the victims could exercise their rights through civil
proceedings.

Civil rights opportunities against cyberbullying
Legal injunction as a result of civil action is intended to urge "Cyberbullys", to obey the requirements in the written warning, before the court makes a
decision. If the perpetrator or perpetrators don't change their behavior and there are harmful consequences, then the court accepts the complaint and
the decision is final.
Court orders are fast proceedings - for emergencies. It is possible to apply for the appropriate court order only in the period after the violation has been
announced (for some courts four weeks, for others up to three months).
The court order has significant advantages in comparison with civil action: it can be executed within several weeks and in the meantime the cyberbullys
may stop.

Criminal options against cyberbullying
The worst forms of cyberbullying could be an result in acriminal case – under certain circumstances separate to civil action. They include cases, in
which the victims are seriously threatened with physical violence. In criminal law this is called "the threat" and is illegal.
In addition it is punishable when the victims of bullying are forced to do something under strong pressure. In criminal law this is called "coercion".
This is regulated by the German law:
§
§
§
§
§
§
§

201a of the criminal law „Violating the right to privacy through the captured image“
185 of the criminal law "Libel"
186 of the criminal law „Slander“
187 of the criminal law „Defamation“
238 of the criminal law „Persecution“
131 of the criminal law „Violence“
22 of the copyright law „The right to your own image“

6. Feedback questionnaire
Let the students fill an anonymous feedback questionnaire at the end of the class. Pay attention that the students work by themselves without any help
from their schoolmates. Collect the questionnaires.

Your opinion is being asked

The topic was really interesting to me and has aroused my curiosity.
I have learned many new things.
I was able to use something I experienced in the conversations.
I was able to solve the tasks I was given.
I worked hard during the class.
This lesson was fun for me.
I won't forget this quickly:

I will always pay attention to this:

I found the most interesting:

I found the least interesting:





Protocol of the results
to be filled by the teacher
Name of the school:
Class:







The material is
useful

It must be
restructured

The material isn't
implementable

How do you rate the lesson's structure as a whole?
Comment:

How do you rate the provided learning material?

Comment:

Did your students manage to solve the tasks?
Comment:

Were the students interested in the lessons the whole
time?
Comment:

What changes in the concept do you want? Please give concrete example.

Please give a summary of the results from the students' feedback forms:
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